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Policy Statement:

All personal and health information must be protected and handled in a confidential and secure manner
in accordance with the Freedom of Information and Protection of Privacy Act (FOIP), the Health
Information Act (HIA) and Covenant Health policies and procedures.

Covenant Health ensures that all staff and other individuals acting on behalf of Covenant Health
understand their obligations to protect the privacy and security of the personal information and health
information held by Covenant Health.

Any individual who collects, uses or discloses information contrary to Covenant Health policies may be
subject to disciplinary action up to and including dismissal.

Purpose Statement:

To outline the requirements for maintaining the confidentiality and security of all personal and health
information in the custody or control of Covenant Health.

Applicability:

This policy applies to all Covenant Health facilities, staff, physicians, volunteers, students and any
other persons acting on behalf of Covenant Health (personnel).

Responsibility:

All Covenant Health facilities, staff, medical staff, students, volunteers and any other persons acting on
behalf of Covenant Health.

Management staff, particularly those responsible for selecting, hiring, granting privileges, or supervising
personnel shall ensure that their direct reports are aware of and comply with the mandatory
requirement to sign confidentiality agreements and complete Information and Privacy training as set
out in this policy.

Principles:

Personnel shall maintain in strictest confidence any and all confidential information gained or learned in
the course of their work regarding patients, residents, visitors, the public, physicians, staff and
agencies with whom Covenant Health conducts business.
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Collection, use and disclosure of personal information and/or health information within Covenant Health
shall be strictly for the purpose of providing health services, performing related business services, or
for other authorized purposes under FOIP or the HIA.

Personnel shall collect, use and disclose information only for the purpose of performing their job duties.

Information technology resources, including computer systems and equipment, the internet and the e-
mail system, are provided for the purpose of delivering health services and performing related business
activities. All personnel shall comply with applicable policies to ensure the security of the resources and
the confidentiality of the information being collected, used, disclosed or stored on those resources.

Definitions:

Health Information - means any recorded information that relates to an identifiable individual and is
collected during the provision of a health service to the individual such as:

» demographics, registration, residency, health service eligibility or billing information

« diagnostic, treatment and care information
Personal Information - means recorded information, not including health information, about an
identifiable individual including, but not limited to, name, home address or contact information, race,

ethnic origin, gender, marital status, educational/ financial/ employment/criminal history, and opinions
of others about the individual.

Relevant Covenant Health Policy and Policy Support Documents:

A. Policies:
X-5 Privacy Accountability

X-15 Access to Personal or Health Information by Individuals

X-20 Collection and Use of Personal or Health Information

X-25 Contractor Requirements for Security of Information and IT Resources

X-30 Correction of Personal or Health Information

X-35 Disclosure of Personal or Health Information to Third Parties

X-40 Information Privacy Breach or Information System Security Incident

X-45 Information Security Classification

X-50 Information Technology Acceptable Use and Safequards

X-55 Privacy Impact Assessments and Monitoring

X-60 Transmission of Personal or Health Information

X-65 Transportation of Personal or Health Information

B. Procedures:
X-10 PROC.1 Confidentiality Agreement and Privacy Training Procedures
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C. Guidelines:

D. Job aids:
Information and Privacy Resources http://www.compassionnet.ca/Page1507.aspx

E. Standards:
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