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Policy Statement:

Information technology resources are provided for work related purposes. Users must comply
with administrative, technical and physical safeguards to protect Covenant Health’s information
technology resources as well as the information held on those resources. Users that are granted
access to personal information or health information shall adhere to controls to ensure the
confidentiality of the information and the security of the resources and must comply with applicable
Covenant Health policies and information technology (IT) security & compliance standards.

Purpose Statement:

To provide direction for appropriate use of information technology resources within Covenant Health
facilities or by remote access and to establish safeguards and controls to protect the security of the
resources.

To comply with the Freedom of Information and Protection of Privacy Act (FOIP Act) and the Health
Information Act (HIA).

Applicability:

All personnel, regardless of internal staff or external stakeholders acting on behalf of Covenant
Health will take precautions to ensure personal information, health information and other information
held in our information systems is protected from unauthorized access or disclosure, security
threats, and environmental hazards.

Responsibility:

All Covenant Health facilities, staff, medical staff, students, volunteers and any other persons acting
on behalf of Covenant Health, including Contractors that have been granted access to personal or
health information held by Covenant Health or Covenant Health IT resources.
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Principles:

e The use of information technology resources shall be consistent with the mission, vision, values
and operational objectives of Covenant Health in the provision of patient care, support services
and related business activities.

o Covenant Health has a legal and ethical responsibility to safeguard the privacy and security of
personal and health information, uphold confidentiality and respect all necessary legislative
requirements and to instill an environment of trust and respect.

¢ Information privacy and information security risks are identified to improve practices and
minimize the risk of harm to patients and staff whose information is collected and stored in
Covenant Health information systems.

o Contractors, as affiliates to Covenant Health under the HIA and as employees under the FOIP
Act, meet the organization’s standards and expectations in relation to information privacy and
security.

o Covenant Health relies on Alberta Health Services (AHS) as our primary service provider for
information technology infrastructure, hardware, software and related support functions and
collaborates with the AHS Information Technology Security & Compliance Team to ensure that
information systems security standards and safeguards are in place to protect information
technology resources.

Definitions:

Information technology resource means any device or system owned or provided by Covenant
Health/AHS, regardless if they are part of an on-premise solution or a cloud based solution,
used to generate, process, transmit, communicate, store, or access information, including but not
limited to information technology infrastructure, systems, hardware, software, networks, shared
drives, computer equipment and devices, the Internet, email, databases, applications, mobile
computing devices and mobile storage devices.

On-premise solutions refers to software and hardware that are installed and run on computers
within the physical premises of an organization, rather than being hosted on remote servers or in the
cloud.

Cloud-based solutions refers to services and resources provided over the internet, allowing users
to access and use them without needing to manage physical hardware or software on their
premises.
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Mobile computing device means a portable electronic device such as notebook computers,
laptops, tablets, text pagers, smart phones, and other similar devices.

Mobile storage device means a portable device used to store data or information, such as analog
or digital voice recorders, external hard drives, memory cards, flash storage drives, optical storage
devices (eg. CDs, DVDs, and Blu-ray discs), and other similar devices.

Health Information means any recorded information that relates to an identifiable individual and is
collected during the provision of a health service to the individual such as:

e demographics, registration, residency, health service eligibility or billing information

e diagnostic, treatment and care information

Personal Information means recorded information, not including health information, about an
identifiable individual including, but not limited to, name, home address or contact information, race,
ethnic origin, gender, marital status, educational/ financial/ employment/criminal history, and
opinions of others about the individual.

Security means employing methods to guard or protect information technology resources against
misuse, theft, or other dangers, safeguarding the information held on the resources from
unauthorized access or disclosure.

User means an individual who uses any information technology resource.

Contractor means a person performing a service for Covenant Health as an agent, appointee, or
under a contract or agency relationship. This includes:
e Abusiness partner, consultant, vendor, outsourcer, service provider, or other third party
engaged by Covenant Health to perform services for or on behalf of Covenant Health.
¢ Any agent, employee or third party to the contractor engaged by Covenant Health.

Relevant Covenant Health Policy and Policy Support Documents:

A. Policies:

X-10 Confidentiality Agreement and Privacy Training

X-40 Information Privacy Breach or Information Systems Security Incident Response

X-45 Information Security Classification

X-55 Privacy Impact Assessments and Monitoring



https://www.compassionnet.ca/Policy/X-10.pdf
https://www.compassionnet.ca/Policy/X-40.pdf
https://www.compassionnet.ca/Policy/x-45(1).pdf
https://www.compassionnet.ca/Policy/x-55(1).pdf
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X-60 Transmission of Personal or Health Information

X-65 Transportation of Personal or Health Information

[-35 Identification Cards

B. Procedures:

X-50.PROC.1 Information Technology Acceptable Use and Safeguards Procedures

C. Guidelines:

D. Job aids:

Information and Privacy Resources http://www.compassionnet.ca/Page1507.aspx

E. Standards:

Keywords:
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